	Critical Service Recovery Strategy

	Service Name: Allotments
	Recovery Responsibility
	Office Manager

	Inoperability Threshold (MTPD)
	5 days or more
	Incident Management Responsibility
	Town Clerk

	Exposures
	
	
	

	X
	Community Welfare
	5 days or more
	
	

	X
	Financial;
	5 days or more
	
	

	X
	Reputation/performance assessment
	5 days or more
	
	

	X
	Legal/Regulatory
	5 days or more
	
	

	
	
	
	
	

	Threats & Consequences

	Dependency  / Enabler
	
	Comments

	Premises

	X
	Public offices are required in October for the payment of rents, which is mainly by cash or cheque.  

	IT Systems
	X
	Required for raising invoices in September.

	Computerised information
	X
	Computerised data base of allotment holders.  Paper records are also kept, as well as off site back ups.

	Physical Records & Documents
	X
	Deeds are kept in the safe at 80 High Street.  Paper records of plot holders are kept as well as computerised records.

	Inventory
	
	

	Equipment
	
	

	Specialised staff
	X
	Admin Assistant and Office Manager who keep the records, arrange the maintenance etc.

	Loss / Inaccessibility of specialised equipment
	
	

	Supply Disruption
	X
	Disruption of the water supply at four of the five sites for 5 days or more would adversely effect the crops.


	Enablers
	Countermeasures / Resilience Arrangements
	Contingency Arrangements 

	Premises
	Fire
	Fire alarms, fire extinguishers etc
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Flood
	
	
	Replace

	
	
	
	
	Reciprocity

	
	Vandalism
	Security alarm.  Secure locking up arrangements.
	X
	Relocate

	
	
	
	
	Workaround

	
	Unauthorised Access
	Security alarm.  Secure locking up arrangements
	
	Suspend

	
	Accessibility
	Accessible entrance.  Public office downstairs.
	
	Accept Residual Risk

	People
	Loss of Skills
	In the Admin Assistant’s absence the Office Manager and Town Clerk know the systems and can temporarily take over the role.  A procedure for allotment payments to be set up.
	
	Replicate & Restore

	
	
	
	
	Repair

	
	
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	X
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	IT Equipment
	Malicious Software
	Anti virus, spyware etc all installed on all computers and kept up to date by Microsmiths.
	
	Replicate & Restore

	
	Unauthorised Access
	All computers password protected with monthly changes to the passwords.
	X
	Repair

	
	Physical Damage
	Office security – doors locked, alarm set every night.  Inner front door kept closed during the day.
	X
	Replace

	
	Accessibility
	All available on the ground floor.
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Computerised Information
	Damage / Destruction
	Off site back ups
	X
	Replicate & Restore

	
	
	
	
	Repair

	
	Loss
	Off site back ups
	
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	Off site back ups
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Physical Information
	Damage / Destruction

	Deeds kept in the safe.


	
	Replicate & Restore

	
	
	
	
	Repair

	
	Loss
	Deeds kept in the safe.
	X
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	Deeds kept in the safe.
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Suppliers
	Denial of Service
	.
	
	Replicate & Restore

	
	
	
	
	Repair

	
	
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Inventory & Stocks
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Theft
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Specialised Equipment
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Accessibility
	
	
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Telephony
	Damage / Destruction
	Good security in the office.
	
	Replicate & Restore

	
	
	
	X
	Repair

	
	Access to PABX / telephones
	
	X
	Replace

	
	
	
	
	Reciprocity

	
	
	
	X
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Power
	Loss of Supply
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Surge in Supply
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Water Supply
	Loss of Supply
	Lack of water at four of the five allotment sites for over five days could ruin crops.  Plotholders would have to be asked to supply their own water
	
	Replicate & Restore

	
	
	
	X
	Repair

	
	Burst pipes / leakage
	Site reps are asked to report leakages immediately.  Admin Assistant / Office Manager to highlight significant changes in a water bill.
	X
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk
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