	Critical Service Recovery Strategy

	Service Name: Information Point at 80 High St
	Recovery Responsibility
	Office Manager

	Inoperability Threshold (MTPD)
	5 days or more
	Incident Management Responsibility
	Town Clerk

	Exposures
	
	
	

	X
	Community Welfare
	5 days or more 
	
	

	X
	Financial;
	5 days or more
	
	

	X
	Reputation/performance assessment
	3 days or more 
	
	

	X
	Legal/Regulatory
	5 days or more
	
	

	
	
	
	
	

	Threats & Consequences

	Dependency  / Enabler
	
	Comments

	Premises

	X
	Public office for enquiries at 80 High St

	IT Systems
	X
	E mailing other organisations with public enquiries

	Computerised information
	
	

	Physical Records & Documents
	X
	Contact details etc for conveying to the public

	Inventory
	
	

	Equipment
	
	

	Specialised staff
	X
	Customer Service Assistants

	Loss / Inaccessibility of specialised equipment
	
	

	Supply Disruption
	X
	Water, gas, electricity


	Enablers
	Countermeasures / Resilience Arrangements
	Contingency Arrangements 

	Premises
	Fire
	Fire extinguishers. Fire Alarm 
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Flood
	Located outside the flood plain.
	
	Replace

	
	
	
	
	Reciprocity

	
	Vandalism
	Security alarm 
	X
	Relocate

	
	
	
	
	Workaround

	
	Unauthorised Access
	Inner front door kept locked at all times
	X
	Suspend

	
	Accessibility
	Accessible entrance
	
	Accept Residual Risk

	People
	Loss of Skills
	Information files are very comprehensive and can be used by other members of staff.
	
	Replicate & Restore

	
	
	
	
	Repair

	
	
	
	X
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	IT Equipment
	Malicious Software
	Anti Virus, spyware etc
	
	Replicate & Restore

	
	Unauthorised Access
	All computers are password protected.
	X
	Repair

	
	Physical Damage
	Office security
	X
	Replace

	
	Accessibility
	On ground floor
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Computerised Information
	Damage / Destruction
	Off site back ups
	X
	Replicate & Restore

	
	
	
	
	Repair

	
	Loss
	Off site back ups
	
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	Off site back ups
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Physical Information
	Damage / Destruction

	Information files can be replicated using information kept on the computer.
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Loss
	Information files can be replicated using information kept on the comp
	X
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	Information files can be replicated using information kept on the comp
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Suppliers
	Denial of Service
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	X
	Accept Residual Risk

	Inventory & Stocks
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Theft
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Specialised Equipment
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Accessibility
	
	
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Telephony
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Access to PABX / telephones
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Power
	Loss of Supply
	Electricity is essential.  Hire of a generator.
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Surge in Supply
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	X
	Relocate

	
	
	
	
	Workaround

	
	
	
	X
	Suspend

	
	
	
	
	Accept Residual Risk

	Water Supply
	Loss of Supply
	Use of toilets is essential for staff.  Could possibly share the Methodist Church’s facilities temporarily.
	
	Replicate & Restore

	
	
	
	X
	Repair

	
	Burst pipes / leakage
	List of approved contractors who we could contact in an emergency.
	X
	Replace

	
	
	
	X
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk
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