	Critical Service Recovery Strategy

	Service Name: Website
	Recovery Responsibility
	Office Manager

	Inoperability Threshold (MTPD)
	5 days or more
	Incident Management Responsibility
	Town Clerk

	Exposures
	
	
	

	X
	Community Welfare
	5 days or more  
	
	

	X
	Financial;
	5 days or more
	
	

	X
	Reputation/performance assessment
	2 days  
	
	

	X
	Legal/Regulatory
	5 days or more
	
	

	
	
	
	
	

	Threats & Consequences

	Dependency  / Enabler
	
	Comments

	Premises

	
	

	IT Systems
	X
	Web based software simply requires access to the internet

	Computerised information
	X
	Web based software

	Physical Records & Documents
	
	

	Inventory
	
	

	Equipment
	
	

	Specialised staff
	X
	Staff trained in the website software

	Loss / Inaccessibility of specialised equipment
	
	

	Supply Disruption
	
	


	Enablers
	Countermeasures / Resilience Arrangements
	Contingency Arrangements 

	Premises
	Fire
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Flood
	
	
	Replace

	
	
	
	
	Reciprocity

	
	Vandalism
	
	
	Relocate

	
	
	
	
	Workaround

	
	Unauthorised Access
	
	
	Suspend

	
	Accessibility
	
	
	Accept Residual Risk

	People
	Loss of Skills
	Four members of Town Council staff trained to use the website software.  System is documented.
	
	Replicate & Restore

	
	
	
	
	Repair

	
	
	
	X
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	IT Equipment
	Malicious Software
	Anti virus, spyware
	
	Replicate & Restore

	
	Unauthorised Access
	Password protection
	
	Repair

	
	Physical Damage
	Secure office environment
	X
	Replace

	
	Accessibility
	Located on ground floor
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Computerised Information
	Damage / Destruction
	Off site back up
	X
	Replicate & Restore

	
	
	
	
	Repair

	
	Loss
	Off site back up
	
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	Off site back up
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Physical Information
	Damage / Destruction

	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Loss
	
	
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Suppliers
	Denial of Service
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Inventory & Stocks
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Theft
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Specialised Equipment
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Accessibility
	
	
	Replace

	
	
	
	
	Reciprocity

	
	Theft
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Telephony
	Damage / Destruction
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Access to PABX / telephones
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Power
	Loss of Supply
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Surge in Supply
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk

	Water Supply
	Loss of Supply
	
	
	Replicate & Restore

	
	
	
	
	Repair

	
	Burst pipes / leakage
	
	
	Replace

	
	
	
	
	Reciprocity

	
	
	
	
	Relocate

	
	
	
	
	Workaround

	
	
	
	
	Suspend

	
	
	
	
	Accept Residual Risk
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